AVAYA

Vcomm Solution & Interoperability Testing

Application Notes for Configuring Ingate SIParator with an
Avaya S8300 for SIP Trunking without SES - Issue 1.0

Abstract

These application notes describe the configuration steps required for the
Ingate SIParator version 4.6.2 SBC to successfully enable the Avaya S8300
Call Manager version 5.0 for SIP Trunking without the need for Avaya SIP
Enablement Server (SES).
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1. Introduction

With the introduction of software release 5.0 for the Avaya S8300 CM, it is now
possible to talk directly over a sip trunk without the need for an SES server. This
document will walk you through the set up of both Avaya CM and the Ingate
SlParator.

The Ingate SlIParator is a session border controller that handles the ingress and
egress of SIP messaging between two networks (i.e LAN and WAN). It also has
basic proxy and far end NAT traversal functionality that could be put to use in
certain deployment situations, but are not covered by this document.

The SlIParator was connected to the network in a DMZ —LAN scenario:

[LLE 1]

Please refer to the Ingate SIParator documentation for other deployment
scenarios.

The IP addresses used in this test were:

Avaya S8300 172.17.124.10
Ingate SIParator  LAN 172.17.124.21 DMZ 10.0.0.3 WAN 195.12.26.35
ITSP 88.215.60.14
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2. Equipment and Software Validated

The following equipment and software were used for the testing of this scenario:

Equipment Software Version

Avaya S8300 Call Manager | 5.0
Avaya |IP Handset
Ingate SIParator 4.6.2

Gamma SIP Trunk IPDC V3
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3. Confiquring the Avaya S8300

For a detailed description of how to set up the Avaya S8300 please refer to the
Avaya’s own manual. This guide will show you the necessary changes to this
default configuration needed to make this scenario work.

3.1 Avaya Network Settings

Access the Avaya S8300 network settings. Select Configure Server - Configure
Interfaces.

Enter the IP address of the Avaya into IP address server 1.

Enter the IP address of the Ingate SIParator into Gateway.

Enter the subnet mask into subnet mask.

2 Configure Individual IP Services - Microsoft Internet Explorer provided by Westcon Group

File Edit ‘iew Favorites Tools Help
eBack - J lﬂ @ lj P ) Search ‘f/:(Favorites et [:,i:' T—" I_J_f| -
Address @ https:#/192.11.13.6/cgi-binfconfigsry fw_indCon_start

Configure Individual IP n -
Services m Configure Server

B i

E

Review Notices
Set Identities Configure Interfaces

Configure Interfaces

Configure LSP .

Configure Switches Ethernet 0: Laptop

Set DNS/DHCP IP address 192.11.13.6

Set Static Routes Subnet mask 255,255,255,252
ure Time Server

Config
Set Modem Interface
Ethernet 1: Control Network

IP address serverl 172.17.124 10
(serverl)

Gateway 17217124 .21
Subnet mask 255.255.255.0

Speed (Current
speed | 100 Megabit full AUTO SENSE
duplex)

Integrated Messaging

IP address serverl 17217124 11
(serverl)

Click CHAMGE to change values.

[ change | Close window ] Help

: '53 | [E=] | BDiscussions not available on hktps: //192,11.13.6/

vaya Site Admin,.. T 2 Internet Expl... - Inbox - Microsoft ..,
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3.2 Avaya Setup Screens

The following screens show the specific changes needed to the basic
programming for SIP trunking to work.

4 Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit WYiew Swstem Action Tools Mindow Help

_J \ﬁ EJJ E | | | || I % J |EI.-5'-.EM4$ewices

cancel | refregh | enter ||:Iear field| help | | | |

change si1agnaling-group 10 Fage 1 ot 1

STGMALING GROUP

Group Number: 10 Group Type: sip
Transport Method: tcp

Hear-end Node Mame:
Mear-end Listen Port: Far-end L
Far-end Netwo

Far-end Domain:

: IT IP Threshold E:

DTMF ower IP: n—pay loac Direct IP-IP Audio Connectio
IPF Audio Hairpinning

Enable L 3
ahl 3 ; Foute Timer(s
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L% Avaya Site Administration - [ACM 4 services Emulation: 4410]

@File Edit  Miew System  Action Tools  Window  Help

_J \ﬁ EJJ E | | | || I % J ||3.-5'-.EM4$ewices

cancel | refresh | enter | clear field | help |g|:| to page| next page | prey page|

change trunk-group 10 Page 1 of 21

TREUNE GROUFP
Group Ty

Jutgoing Dspla

b3 c-ntwrk Auth Code? n

Signaling Group: 10
Humber of Membhers:

Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit ‘iew Swstem Action Tools ‘Window Help

_J '\ﬁ EJJ E | | | || I % J |B.&EM4$ewices

cancel | refresh | enter | clear field | help |g-:| to page| next page | presy page|

change trunk-group 10 Fage 2ot 21

Group Type: s1p

TRUME PARAMETERS
Unicode Mame? 8
Fedirect On OPTIM Failure: 5000

) . _ Digital
Preferred Minimum Session Eefresh Int
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=

-5 Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit ‘iew Swstem Action Tools ‘Window Help

_J '\ﬁ EJJ E | | | || I % J |EI.-5.EM4$ervices

cancel | refresh | enter | clear field | help |g-:| to page| next page | presy page|

change trunk- 3 of 21

TREUNE FEA

Page

group 10

Measured: none
Maintenanc

Mumbering Format: public
UUI Treatment: serwvice-provider

icted Mumbe
hle Humbers? v

Show ANSWERED BY on Display? ¥

Ly Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit Wiew Swstem Action Tools ‘Window Help

_J \ﬁ EJJ E | | | || I % J |EI.-5.EM4$ervices

cancel | refrezh | enter | clear field | help |g-:| ko page| next page | presy page|

Trk CPM
Grp(s) Prefix
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=

#: Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit ‘iew Swstem Action Tools ‘Window Help

_J '\ﬁ EJJ E | | | || I % J |EI.-5.EM4$ervices

cancel | refresh | enter | clear field | help |g-:| to page| next page | presy page|

change cor § B Fage 2ot 23

Station Lock : al (hours):
Outgoing Tru -

jon-Button
Ace Obserwi

P3N

Ly Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit Wiew Swstem Action Tools ‘Window Help

_J \ﬁ EJJ E | | | || I % J |EI.-5.EM4$ervices

cancel | refrezh | enter | clear field | help |g-:| ko page| next page | presy page|

Fage 1 of 3

change 1nc-call-handling-trmt trunk-group 10
NCOMIMG CALL HANDLING TEEATMENWT
Del Insert

publ il: all 1033
pub1ic-ntwrk

public-mtw

pub1ic-ntw

pub1ic-ntw

public-mtw

pub

pub

publ

pub
public
pub1ic-ntw
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3.3 Points to Note

The Ingate SIParator is used as the Gateway off of the host network
The Far-End-Domain is that off the ITSP not the Ingate

Direct IP-to-IP Audio is set to NO

Hairpinning is set to YES

PON~
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4. Setting up the Ingate SIParator

4.1 Basic Configuration

Download and install the Ingate startup tool from www.ingate.com. Once
installed run the program and connect to the Ingate.

Enter the network settings.

Ingate Startup Tool =101 x|

Network Topology | 1p-pEx | 1T5P_1 | Upload Configuration |

Product Type:

 Inside {Interface EthO)
IP address: I 172 . 17 . 124 . =21

Internet

Metmask: I 255 . 255 . 255 . 0

—DMZ (Interface Ethi)
™ Use DHCP to obtain IP
IP Address: I i . o0 .0 ., 3

Existing firewall
Ingate SIParator

Metmask: I 255 . 2585 . 255 . 0

Iv allow https access ko web interface from Inkernek

Gateway; I 0 .0 .0 .1 IP-PEX,

Firewall extern IP:I 195 , 12 ., 26 . 35

DMS server
Primary: | 208 . 67 . 222 ., Z22
Secondary: | 208 . 67 . 220 . 220
{Cptional)

~ Skatus
Ingate Startup Tool Yersion 2.4.0, connected to: Ingate SIParator 19, 1G-092-738-4099-2

add-row sipswitch, request_from id 5% domain="*" client_netgroup="#wava SES/CM" name="LOCAL_ 0203004223 ;I
add-row sipswitch, Forward_to {id 1+ account="02030042231@gw1.manl.theiptele. com” domain="" name="0203C
add-row sipswitch, dial_plan {id 1} action=Ffwd comment=" enum_prefix="" enum_root=- forward_prefix="" forwz
add-row sipswitch, dial_plan {id 2} action=Ffwd comment="" enum_prefix="" enum_root=- Forward_prefix="" forwmz
add-row sipswitch,user_routing {id 1+ comment="" action=Fforward forward_to="02030042231@172.17.124,10" L
add-row sipswitch, dial_plan {id 3} action=deny comment="" enum_prefix="" enum_root=- Forward_prefix="" Far
---End of CLI file---

Configuration successfully uploaded. j

-

Help |
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Select the Avaya SES/CM and enter it's IP Address

Ingate Startup Tool o ]

Metwaork Topology — IP-PEX IITSP_l | Uplaad Configuration |

— IP-PEX {should be located on the LAR)

Type: fvava SESICM [~ | pEX registers at the Ingate

IF Address: I 172 . 17 . 124 . 10

[” Use domain name
SIP Domain: I

Skatus
Ingate Startup Tool Version 2.4.0, connected to; Ingate SIParator 19, IG-092-735-4099-2

add-row sipswitch.request_from {id 5} domain="*" client_netgroup="Avaya SES/CM" name="LOCAL_D2030042231"
add-row sipswitch.forward_to {id 1} account="02030042231@gw1 .mani .theiptele.com" domain="" name="020300
add-row sipswitch,dial_plan {id 1} action=fwd comment="" enumn_prefix="" enum_root=- Forward_prefix="" Farwar:
add-row sipswitch.dial_plan {id 2} action=fwd comment="" enumn_prefix="" enum_root=- Forward_prefix="" forwar:
add-row sipswitch,user_routing {id 1} comment="" action=Fforward forward_to="02030042231@172.17.124.10" us
add-row sipswitch. dial_plan {id 3} action=deny comment="" enum_prefixz="" enum_root=- Forward_prefix="" Forwa
---End of CLI File---
Configuration successfully uploaded, j
w

Help |
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Select an ITSP, entering the details provided by them for the SIP Trunk.

Ingate Startup Tool o ]

Mebwark Topology I IP-PEX  ITSP_1 IUpIu:nau:I Configuration |

Marne! IGeneric ITSP ﬂ {DID (skark qu range) I 0001146950084
USEr Name):
DID range size: I 1
~Provider address —Account infarmmation:
IP Address: o .0 .0 .0 ¥ Use account
; Authentication name: I 0001 146950084
I~ Use domain mame {same as DID if blank)

™ Increment authentication name For ranges

—Advanced

—Prefix to match and remove from inbound calls Domain: I gwl.manl.theiptele.c

Prefix: I
Password: I T Y YT

W Use user account on incoming call

—Prefix ta add ko outbound calls ~PBE lacal numbers (advanced)
Prefix: I Local numnber(start of range, I 020300425
use same as DIDiF local
numbers are not used):
~F d3
SR stes Sl Password (only used if PBx I
¥ Enable registers at the Ingate):

[~ FEx reqisters at the Ingate

Skatus
Ingate Startup Tool Version 2.4.0, connected to; Ingake SIParator 19, IG-092-735-4099-2

add-row sipswitch, request_from {id 5} domain="*" client_netgroup="fvava SE5/CM" name="LOCAL_D2030042231"
add-row sipswitch, forward_to {id 1} account="02030042231@gwl .mani . theiptele.com” domain="" name="020300:
add-row sipswitch, dial_plan {id 1} action=fwd comment="" enumn_prefix="" enum_root=- Forward_prefix="" Farwar:
add-row sipswitch, dial_plan {id 2} action=fwd comment="" enumn_prefix="" enum_root=- Forward_prefix="" Forwar:
add-row sipswitch, user_routing {id 1} comment="" action=Fforward forward_to="02030042231@172.17.124. 10" uz
add-row sipswitch, dial_plan 4id 3} action=deny comment="" enum_prefiz="" enum_root=- Forward_prefix="" Forwa
---End of CLI File---
Configuration successfully uploaded, j
w

Help |
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Apply the configuration. This will then take you to the web interface of the Ingate.

Ingate Startup Tool

Network Topology | IP-pE% | ITSP_t  Upload Configuration |

Disclaimer

=101 ]

V¥ Enable:

”'l.l'erhuse Logging (SIP debug)

interoperahility with each Ingate Certified

While Ingate has made every effort to ensure j

and Self-Certified wendor, every possible
configuration, combination andfor software

wersion has not been tested. For technical LI
—Final step
¥ Logon to web GUI and apply settings
" apply settings directly using serial interface
[ Backup the configuratior
Upload |
Skatus

Ingate Startup Tool Version 2.4.0, connected to; Ingate SIParator 19, IG-092-735-4099-2

add-row sipswitch.dial_plan {id 1} action=Ffwd comment="" enum_prefix=
add-row sipswitch.dial_plan {id #} action=fwd comment="" enum_prefixz=""

---End of CLI file---
Configuration successfully uploaded.

enum_rook=- forward_prefix="" forwz ;l

enum_rook=- Forward_prefix="" forw:
add-row sipswitch,user_routing id 1} comment="" action=Fforward Forward_to="02030042231@172.17.124.10" 1

add-row sipswitch.dial_plan {id 3} action=deny comment="" enurn_prefix="" enum_rook=- forward_prefix="" fors

-]

Help |
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Firstly log in to the web interface, then go to Administration > Apply Settings >
Save Configuration.

Go to Sip Traffic > Dial Plan. Change the transport type under Matching From
Header to ‘Any’

Add an entry in Matching Request-URI for Inbound calls to suit the inbound
number range.

Add an entry into Dial Plan for Inbound calls (see screen shot).

inGate SlParator Configured by Ingate Startup Tool Version 2.4.0 | Logout |

o Basic SiP f SIP .. Virtual Private | Quality of | Logging

A new Ingate STParator version exsts. Get the upgrade here.

SIP User  Authenfication Time  SIP
Methods Filtering Dafabase and Accounting DIGINAGNY Routing Classes Status

Use Dial Plan (Help) Emergency Number (Help)
@ On an

C Off

" Fallback

Matching From Header (Help)

Use This ... ... Or This
Name Transport Network Delete
Username Domain Reg Expr
[Avaya SESICM ||+ I* I [ Ay x|l Avaya sESICM *|| T
[GenericITSP [I* I I [ Any S 3 |l
|LAN ¥ ¥ | | Any =l LN = |
[LocAL_020300 ||o2030042231  ||* I [ Ay || Avaya SESICM || T
[tian I I [ [ Any ) [l wan i
Add new raws ||1 rOws.
Matching Request-URT (Help)
Use This ... ... Or This
Name Delete
Prefix Head Tail Min. Tail Domain Reg Expr
|Inbound | | Ianycharader j | I* | r
IOuthund I I Ianycharader = | I* | r

Add new rows | |1 rows.

| Done

Written by Andy Glover ©2009 Vcomm Uk Ltd
Testing conducted by Andy Glover (Vcomm) and Dean Jones (Westcon)



Forward To (Help)

Use This ... ... Or This ... Or This
Name Subno. Delete
Account Replacement URT| Port |Transport| RegExpr
+ 02030042231 |1 | 0001146950084@gw! .man theiptele.com x| || [ - = r
* |avaya [1 |- =l{7a17.124.00 (5060 TCP = | r
Add new rows “1 groups with |1 TOWS PEr group.
Dial Plan (Help)
Add Prefix Time
No. From Header Request-URT Action Forward To ENUM Root Comment Delete
Forward ENUM Class
|1 LAN =l | Outbound > || Forward ~| ||oz030042231 =] | | |- =lf- =l r
|2 AN || nbound =] || Forward | || Avaya Rall | |- =l- =l I

Add new rows I |1 TOWS.

Methods in Dial Plan @Help)

The ACK, PRACK, CANCEL, BYE, NOTIFY, UPDATE and INFO methods cannot be handled by the Dial Plan

Method
IlNVlTE

[oPTIONS

[sUBSCRIBE

[MESSAGE

IREFER
Add new rows | |1 TOWS.

REGISTER in Dial Plan (Help)
& Keep To headers for REGISTER requests passed through the Dial Plan
" Rewrite To headers for REGISTER. requests passed through the Dial Plan

ENUM Root (Help)

Name Subno. | ENUM Root |Delete
+ |e1 Bd.arpa. |1 |e1 64.arpa. r
+ |e1 64.0rg. |1 |e1 B4.org r
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Under Sip Traffic 2 Routing, change the SIP Routing order as shown.

inGate S|Parator Configured by Ingate Startup Tool Version 2.4.0 _LogOut |

o Basic SIP§ SIP .. Virtual Private | Quality of | Logging

A new Ingate STParator version exists. Get the upgrade here.

¢ Changes have been made to the preliminary configuration, but have not been applied.

SIP User  Authentication Time  SIP
Methods Filtering Database and Accounfing Dial Plan Closses Status

DNS Override For SIP Requests (Help)

Relay To

Domain| DNS Name . . .. |[Delete
or IP Address [ ~ddress Fort Transport [Priority | Weight

Add new rows ”1 groups with |1 rOWS per group.

SIP Routing Order (Help) Class 3xx Message Processing (Help)

No. |Routing Function @ Forward all
|1 Dial Plan " Follow redirects
2 DIS Cwerride
|3 Local Registrar

Static Registrations (Help)

Also Forward To
User |sipfsips |Transpnrt

Add new rows “1 groups with |1 TOWS PEr Zroup.

Local REFER Handling (Help)
[T Always handle REFER locally [T For clients not supporting REFER.

Requests To User Delete

I Foar cliente nat coinrerting rendacac

| Done
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Next, under Basic Configuration select Reply to ping to all IP addresses.

inGate SlParator Configured by Ingate Startup Tool Version 2.4.0 | Logout |

T Basic SIPf SIP .. Virtual Private § Quality of § Logging

A new Ingate STParator wersion exsts. Get the upgrade here.

+ Changes have been made to the preliminary configuration, but have not been applied.

(TS Access Dynamic SIParator
(GO Control RADIUS SNMP DNS Update Cerfificates Advanced — Type

General Version of Ingate STParator
N f this STParator: i

ame of this ol arator Check for new versions of Ingate & Tes © ™o
Cort STParator:

| onfigured by Ir

. Date of last successful version check: 2009-02-10 18:54:03
Default domain:
Software version in use: 4.6.2

Policy For Ping to Your Ingate SIParator

IP POI-IC'J’ " Never reply to ping
. Discard IP ¢ Only reply to ping to the same interface
packets

& Eeply to ping to all IP addresses
" Reject IP packets

DNS Servers (Help)

DNS Name
No. or IP Address IP Address ||[Delete
(1 (20867222222 |[20B.67.222.222|
[2 (20867220220 |[208.67.220.220|

Add new rows ||1 rOWS.

Save | Undo | Look up all IP addresses again |

- Page generated for 'admin' 2009-02-10 20:19:16 +0000.
I n q ie Ingate ZTParator 4.6.2. Copyright © 2008 Ingate Systems AB.

| Cone

Now go to Administration > Apply Settings - Save Configuration. You should
now be able to successfully make inbound and outbound calls.
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5. Interoperability Testing

Features tested using this configuration were:

Inbound calls
Outbound calls
Call hold

Call transfer
Conference

Further features of the Avaya were not tested but should work. For further
assistance in this please contact Vcomm UK Ltd or your Ingate partner.

Vcomm UK Ltd
Unit H

Castle Ind Park
Pear Tree Lane
Newbury
Berkshire
RG14 2EZ

www.vcomm.co.uk

Tel: 01635 232430
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